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(1) GAmHEd
81831 ‘& m # 5% (Economic espionage) '

B §1831 KL A ES

JUSE B R - BB SR JUTR T R Re R, R LA FRITHUS BB H R bE
TE W2 TEE T EE Wim N AU S MR 0 INEIBUN RS AP ARG PABEE
ﬂﬂ‘wﬁﬁ}:@
* §1832 FEHUE ZE 1A

6] 1831 ZAUSR T RRBiE "2t 2 B - MR SR IR B NE B ) 2 i i Ry 2 SE VB A LA b
A AREE S > BESHIEEAT ARSI EEWERA A -
7 18 U.S.C. § 1831. Economic espionage
(a) In General.— Whoever, intending or knowing that the offense will benefit any foreign government, foreign
instrumentality, or foreign agent, knowingly—
(1) steals, or without authorization appropriates, takes, carries away, or conceals, or by fraud, artifice, or deception obtains
a trade secret;
(2) without authorization copies, duplicates, sketches, draws, photographs, downloads, uploads, alters, destroys,
photocopies, replicates, transmits, delivers, sends, mails, communicates, or conveys a trade secret;
(3) receives, buys, or possesses a trade secret, knowing the same to have been stolen or appropriated, obtained, or converted
without authorization;
(4) attempts to commit any offense described in any of paragraphs (1) through (3); or
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(5) conspires with one or more other persons to commit any offense described in any of paragraphs (1) through (3), and one
or more of such persons do any act to effect the object of the conspiracy,

shall, except as provided in subsection (b), be fined not more than $500,000 or imprisoned not more than 15 years, or both.
(b) Organizations.— Any organization that commits any offense described in subsection (a) shall be fined not more than
$10,000,000.

¥ 18 U.S.C § 1832. Theft of trade secrets

(@)Whoever, with intent to convert a trade secret, that is related to or included in a product that is produced for or placed in
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interstate or foreign commerce, to the economic benefit of anyone other than the owner thereof, and intending or knowing
that the offense will, injure any owner of that trade secret, knowingly—

(1)steals, or without authorization appropriates, takes, carries away, or conceals, or by fraud, artifice, or deception obtains
such information;

(2)without authorization copies, duplicates, sketches, draws, photographs, downloads, uploads, alters, destroys, photocopies,
replicates, transmits, delivers, sends, mails, communicates, or conveys such information;

(B)receives, buys, or possesses such information, knowing the same to have been stolen or appropriated, obtained, or
converted without authorization;

(D attempts to commit any offense described in paragraphs (1) through (3); or

(5)conspires with one or more other persons to commit any offense described in paragraphs (1) through (3), and one or
more of such persons do any act to effect the object of the conspiracy,

shall, except as provided in subsection (b), be fined under this title or imprisoned not more than 10 years, or both.

(b)Any organization that commits any offense described in subsection (a) shall be fined not more than $5,000,000.

Y 18 U.S.C § 1839. Definitions

(B)the term  “trade secret” means all forms and types of financial, business, scientific, technical, economic, or
engineering information, including patterns, plans, compilations, program devices, formulas, designs, prototypes, methods,
techniques, processes, procedures, programs, or codes, whether tangible or intangible, and whether or how stored, compiled,
or memorialized physically, electronically, graphically, photographically, or in writing if—

(A)the owner thereof has taken reasonable measures to keep such information secret; and

(B)the information derives independent economic value, actual or potential, from not being generally known to, and not
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> 18 U.S.C § 1835. Orders to preserve confidentiality

In any prosecution or other proceeding under this chapter, the court shall enter such orders and take such other action as
may be necessary and appropriate to preserve the confidentiality of trade secrets, consistent with the requirements of the
Federal Rules of Criminal and Civil Procedure, the Federal Rules of Evidence, and all other applicable laws. An
interlocutory appeal by the United States shall lie from a decision or order of a district court authorizing or directing the
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disclosure of any trade secret.
#18 USC § 1836. Civil proceedings to enjoin violations

(a) The Attorney General may, in a civil action, obtain appropriate injunctive relief against any violation of this chapter.
(b) The district courts of the United States shall have exclusive original jurisdiction of civil actions under this section.
*18 USC § 1837. Applicability to conduct outside the United States

This chapter also applies to conduct occurring outside the United States if—
(Dthe offender 1s a natural person who is a citizen or permanent resident alien of the United States, or an organization
organized under the laws of the United States or a State or political subdivision thereof; or
(2)an act in furtherance of the offense was committed in the United States.
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¥ See FROM GATT TO TRIPS-THE AGREEMENT OM TRADE-RELATED ASPECTS OF INTERLECTUAL PROPRTY RIGHTS 224,
(Friedrich-Karl Beier & Gerhard Schricker eds., 1996). S$ECE ~ BAFEfR (2004) » (B EE_15) » &1L -
@%ﬂ&ii@%ﬁ‘%ﬁﬁ » H 80 °

“ Kohler/Piper, Gesetz gegen den unlauteren Wettbewerb mit Zugabeverordnung, Rabattgesetz, und
Preisangabenverordung, Miincheng 1995, § 17, Rdn. 10; #8308 - BET#MR » Fit&EE 39 » H 81-84 »
“ 8 17UWG( Verrat von Geschifts- und Betriebsgeheimnissen) “(1) Wer als eine bei einem Unternehmen beschéftigte
Person ein Geschifts- oder Betriebsgeheimnis, das ihr im Rahmen des Dienstverhiltnisses anvertraut worden oder
zuginglich geworden ist, wiahrend der Geltungsdauer des Dienstverhidltnisses unbefugt an jemand zu Zwecken des
Wettbewerbs, aus Eigennutz, zugunsten eines Dritten oder in der Absicht, dem Inhaber des Unternehmens Schaden
zuzufiigen, mitteilt, wird mit Freiheitsstrafe bis zu drei Jahren oder mit Geldstrafe bestraft.”
PEROKEE (1997) 0 (PR BESR-AESRRE) > Hol> &ib: ZEER -
CUTER AHBIE34  Hod o
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* 8§ 17UWG( Verrat von Geschifts- und Betriebsgeheimnissen) “(2) Ebenso wird bestraft, wer zu Zwecken des
Wettbewerbs, aus Eigennutz, zugunsten eines Dritten oder in der Absicht, dem Inhaber des Unternehmens Schaden
zuzufiigen,

1.sich ein Geschifts- oder Betriebsgeheimnis durch

a)Anwendung technischer Mittel,

b)Herstellung einer verkorperten Wiedergabe des Geheimnisses oder

¢)Wegnahme einer Sache, in der das Geheimnis verkdrpert ist,

unbefugt verschafft oder sichert oder”

“§ 17UWG( Verrat von Geschifts- und Betriebsgeheimnissen) “ein Geschifts- oder Betriebsgeheimnis, das er durch
eine der in Absatz 1 bezeichneten Mitteilungen oder durch eine eigene oder fremde Handlung nach Nummer 1 erlangt oder
sich sonst unbefugt verschafft oder gesichert hat, unbefugt verwertet oder jemandem mitteilt.”

20



(Dt A2-2 5 1
PHEIPLEEFI8HEF 1 AR THNFERE Y E 2 A HELEL
FRERE BT ~FHFE AR ZRE 2P AT 2AHIE o BED AU
’*‘\"ré-ﬁl"’wéﬁi—* Fam ENTFHRINSEPLRE o FCRF PR o PiERI L
i L S 17u+rﬂﬁ/u’t“f"fé’l 3 ﬁ_‘i‘:’”“rjé Ajp AR A Eand &P R
(know-how) » ™ % $t#its X @ LB EF e NEPEEL g h Mo

O RN S SRS RS (AR R AR S S AR S R
F B EIEM G AR o M AREY hiT L OHE T i A £ Eerd L i & g
MRS R o R A B AT > RELRLFL A E PR
REE - ethadf T 75 Gt Ik B A B EF L AR AN 7 ik
Hiad ARF B RE P2 - IR R AR T

(e)g;; IR R NN
T EEE B ;;19%1:?53' PEE2 P NEP E3
m&%ﬁ FLoBAF L ABEL kA AR o ks BT HRI O AFEPHE -

()ad &P LR~ LB ARKR BB A E TR
# i L B é%lgﬁ%Zﬁ“‘éﬁﬁ 2 LB
FAREP A SRSUAIFRK AW

o g

2.

PARGE L ERARLAEL PR p

&2m4ﬁaéﬁ’@%ﬁﬁw;$30$5ﬁ§*ﬁurﬁmJWaM%mMéﬁﬁn

{
fARERE AN BT Y ERR S RE T ) (Vergehen) » FIut % i de g ¥ o
B ORFTF R BT R kR 196 jﬁ$iﬁ%%iﬁ¥o

8 18 UWG(Verwertung von Vorlagen) “(1) Wer die ihm im geschiftlichen Verkehr anvertrauten Vorlagen oder
Vorschriften technischer Art, insbesondere Zeichnungen, Modelle, Schablonen, Schnitte, Rezepte, zu Zwecken des
Wettbewerbs oder aus Eigennutz unbefugt verwertet oder jemandem mitteilt, wird mit Freiheitsstrafe bis zu zwei Jahren
oder mit Geldstrafe bestraft.”

" Kohler/Piper, (Fn. 40), § 18 Rdn. 1-2; SHECE - BAME > RIE:E 39 > E 81-84 ¢

” Baumbach/Herfermehl, Wettbewerbsrecht, 19. Aufl.,, 1996, § 18, Rdn. 1; SHECEY ~ BAFEAG > FiiEsE 39 H 88 o
¥ § 19UWG( Verleiten und Erbieten zum Verrat) “(1) Wer zu Zwecken des Wettbewerbs oder aus Eigennutz jemanden
zu bestimmen versucht, eine Straftat nach § 17 oder § 18 zu begehen oder zu einer solchen Straftat anzustiften, wird mit
Freiheitsstrafe bis zu zwei Jahren oder mit Geldstrafe bestraft.”

* 8§ 19UWG( Verleiten und Erbieten zum Verrat) “(2) Ebenso wird bestraft, wer zu Zwecken des Wettbewerbs oder aus
Eigennutz sich bereit erkldrt oder das Erbieten eines anderen annimmt oder mit einem anderen verabredet, eine Straftat
nach § 17 oder § 18 zu begehen oder zu ihr anzustiften.”

®§ 30 Versuch der Beteiligung “(1) Wer einen anderen zu bestimmen versucht, ein Verbrechen zu begehen oder zu ihm
anzustiften, wird nach den Vorschriften tiber den Versuch des Verbrechens bestraft. Jedoch ist die Strafe nach § 49 Abs. 1
zu mildern. § 23 Abs. 3 gilt entsprechend.

(2) Ebenso wird bestraft, wer sich bereit erklirt, wer das Erbieten eines anderen annimmt oder wer mit einem anderen
verabredet, ein Verbrechen zu begehen oder zu ihm anzustiften. “(fEEFESE 30 BREIEHIARZ) © T (DIEEEZE
MANEREIEMARZE  IKAEFEATHUE 2 BB IIDABE ST o (HEFRSTEMRES 49 555 1 TEANLDLRES « 255 23 5%
EITEMEHZ - QENEMSGREENESE - TERHER - SdEM A THEEEE - S AL EH®
o INERERREETZ » )
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" Baumbach/Herfermehl, (Fn. 52), § 22, Rdn. 9; $ECE ~ BEFEMR » BifE5E 39 » H 88 -

*8 202a StGB(Ausspihen von Daten) “(1) Wer unbefugt sich oder einem anderen Zugang zu Daten, die nicht fiir ihn
bestimmt und die gegen unberechtigten Zugang besonders gesichert sind, unter Uberwindung der Zugangssicherung
verschafft, wird mit Fretheitsstrafe bis zu drei Jahren oder mit Geldstrafe bestraft.

(2) Daten im Sinne des Absatzes 1 sind nur solche, die elektronisch, magnetisch oder sonst nicht unmittelbar wahrnehmbar
gespeichert sind oder tibermittelt werden.”

YRR (FFF) (2003) 0 CBEMEIEH] SRR G  BORENEEMER (ZFE) P H T4
“HEIFE (1998) o (BEMEREBMEMEE LW EPE'U( VERERTHSE TR a0 H 23-26 ¢

*§ 202b StGB(Abfangen von Daten) “Wer unbefugt sich oder einem anderen unter Anwendung von technischen Mitteln
nicht fiir thn bestimmte Daten (§ 202a Abs. 2) aus einer nichtdffentlichen Dateniibermittlung oder aus der
elektromagnetischen Abstrahlung einer Datenverarbeitungsanlage verschafft, wird mit Freiheitsstrafe bis zu zwei Jahren
oder mit Geldstrafe bestraft, wenn die Tat nicht in anderen Vorschriften mit schwererer Strafe bedroht ist.”
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§ 202c¢ StGB(Vorbereiten des Ausspihens und Abfangens von Daten)

(1) Wer eine Straftat nach § 202a oder § 202b vorbereitet, indem er

1.Passworter oder sonstige Sicherungscodes, die den Zugang zu Daten (§ 202a Abs. 2) ermoglichen, oder
2.Computerprogramme, deren Zweck die Begehung einer solchen Tat ist,

herstellt, sich oder einem anderen verschafft, verkauft, einem anderen iiberldsst, verbreitet oder sonst zuginglich macht,
wird mit Freiheitsstrafe bis zu einem Jahr oder mit Geldstrafe bestraft.

(2) § 149 Abs. 2 und 3 gilt entsprechend.”
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%8 203 StGB(Verletzung von Privatgeheimnissen)” (1) Wer unbefugt ein fremdes Geheimnis, namentlich ein zum

personlichen Lebensbereich gehorendes Geheimnis oder ein Betriebs- oder Geschiftsgeheimnis, offenbart, das thm als
1.Arzt, Zahnarzt, Tierarzt, Apotheker oder Angehorigen eines anderen Heilberufs, der fiir die Berufsausiibung oder die
Fiihrung der Berufsbezeichnung eine staatlich geregelte Ausbildung erfordert,

2.Berufspsychologen mit staatlich anerkannter wissenschaftlicher Abschlufpriifung,

3.Rechtsanwalt, Patentanwalt, Notar, Verteidiger in einem gesetzlich geordneten Verfahren, Wirtschaftspriifer, vereidigtem
Buchpriifer, Steuerberater, Steuerbevollméchtigten oder Organ oder Mitglied eines Organs einer Rechtsanwalts-,
Patentanwalts-, Wirtschaftspriifungs-, Buchpriifungs- oder Steuerberatungsgesellschaft,

4.Ehe-, Familien-, Erziehungs- oder Jugendberater sowie Berater fiir Suchtfragen in einer Beratungsstelle, die von einer
Behorde oder Korperschaft, Anstalt oder Stiftung des dffentlichen Rechts anerkannt ist,

4a.Mitglied oder Beauftragten einer anerkannten Beratungsstelle nach den §§ 3 und 8 des
Schwangerschaftskonfliktgesetzes,

5.staatlich anerkanntem Sozialarbeiter oder staatlich anerkanntem Sozialpddagogen oder

6.Angehorigen eines Unternehmens der privaten Kranken-, Unfall- oder Lebensversicherung oder einer privatirztlichen,
steuerberaterlichen oder anwaltlichen Verrechnungsstelle

anvertraut worden oder sonst bekanntgeworden ist, wird mit Freiheitsstrafe bis zu einem Jahr oder mit Geldstrafe bestraft.
(2) Ebenso wird bestraft, wer unbefugt ein fremdes Geheimnis, namentlich ein zum personlichen Lebensbereich gehdrendes
Geheimnis oder ein Betriebs- oder Geschiftsgeheimnis, offenbart, das thm als

1.Amtstrdger,

2.fiir den offentlichen Dienst besonders Verpflichteten,

3.Person, die Aufgaben oder Befugnisse nach dem Personalvertretungsrecht wahrnimmt,

4 Mitglied eines fiir ein Gesetzgebungsorgan des Bundes oder eines Landes titigen Untersuchungsausschusses, sonstigen
Ausschusses oder Rates, das nicht selbst Mitglied des Gesetzgebungsorgans ist, oder als Hilfskraft eines solchen
Ausschusses oder Rates,

5.offentlich bestelltem Sachverstidndigen, der auf die gewissenhafte Erfiillung seiner Obliegenheiten auf Grund eines
Gesetzes formlich verpflichtet worden ist, oder

6.Person, die auf die gewissenhafte Erfiillung ihrer Geheimhaltungspflicht bei der Durchfiihrung wissenschaftlicher
Forschungsvorhaben auf Grund eines Gesetzes formlich verpflichtet worden ist,

anvertraut worden oder sonst bekanntgeworden ist. Einem Geheimnis im Sinne des Satzes 1 stehen Einzelangaben iiber
personliche oder sachliche Verhiltnisse eines anderen gleich, die fiir Aufgaben der offentlichen Verwaltung erfafit worden
sind; Satz 1 ist jedoch nicht anzuwenden, soweit solche Einzelangaben anderen Behtrden oder sonstigen Stellen fiir
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Aufgaben der 6ffentlichen Verwaltung bekanntgegeben werden und das Gesetz dies nicht untersagt.

(2a) Die Absitze 1 und 2 gelten entsprechend, wenn ein Beauftragter fiir den Datenschutz unbefugt ein fremdes Geheimnis
im Sinne dieser Vorschriften offenbart, das einem in den Absdtzen 1 und 2 Genannten in dessen beruflicher Eigenschaft
anvertraut worden oder sonst bekannt geworden ist und von dem er bei der Erfiillung seiner Aufgaben als Beauftragter fiir
den Datenschutz Kenntnis erlangt hat.

(3) Einem in Absatz 1 Nr. 3 genannten Rechtsanwalt stehen andere Mitglieder einer Rechtsanwaltskammer gleich. Den in
Absatz 1 und Satz 1 Genannten stehen ihre berufsmifig titigen Gehilfen und die Personen gleich, die bei ihnen zur
Vorbereitung auf den Beruf titig sind. Den in Absatz 1 und den in Satz 1 und 2 Genannten steht nach dem Tod des zur
Wahrung des Geheimnisses Verpflichteten ferner gleich, wer das Geheimnis von dem Verstorbenen oder aus dessen
Nachlal3 erlangt hat.

(4) Die Absitze 1 bis 3 sind auch anzuwenden, wenn der Titer das fremde Geheimnis nach dem Tod des Betroffenen
unbefugt offenbart.

(5) Handelt der Téter gegen Entgelt oder in der Absicht, sich oder einen anderen zu bereichern oder einen anderen zu
schidigen, so ist die Strafe Freiheitsstrafe bis zu zwei Jahren oder Geldstrafe.”

O ORESE 316 i ¢ B - BEAT - SER% - BhEEL - LHEET - SEEGET - AT - BREA - A - gEthisiEEE
WA SO RIS 2 A SO RREBR AR 2 M AEE » E—FELLNEIAER - 15
A E T T a4

A 318 T /Aﬁ‘%éﬁ MEABEZ A RS AR A M A TEiEE > IR_FLT
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“§ 204 StGB(Verwertung fremder Geheimnisse)” (1) Wer unbefugt ein fremdes Geheimnis, namentlich ein Betriebs- oder
Geschiftsgeheimnis, zu dessen Geheimhaltung er nach § 203 verpflichtet ist, verwertet, wird mit Freiheitsstrafe bis zu zwel
Jahren oder mit Geldstrafe bestraft.

(2) § 203 Abs. 4 gilt entsprechend.”
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" 3. The term "Infringement of trade secrets” means any of thefollowing:
(a) Acquiring trade secrets by theft, deception, coercion or other improper means (hereinafter referred to as "act of
improper acquisition"), or subsequently using or disclosing the improperly (including informing any specific person of the
trade secret while under a duty to maintain secrecy; hereinafter the same shall apply);
(b) Acquiring trade secrets or using or disclosing them with the knowledge that an act of improper acquisition of the trade
secrets has occurred or when the lack of such knowledge was caused by gross negligence;
(c) After trade secrets have been acquired, using or disclosing them with knowledge that an act of improper acquisition of
the trade secrets has occurred or when the lack of such knowledge was caused by gross negligence;
(d) Using or disclosing trade secrets to obtain improper benefits or to damage the owner of the trade secrets while under a
contractual or other duty to maintain secrecy of the trade secrets;
(e) Acquiring trade secrets, or using or disclosing them with the knowledge that the trade secrets have been disclosed in the
manner provided in item (d) or when gross negligence was the cause of the disclosure or the lack of such knowledge;
(f) After acquiring trade secrets, using or disclosing them with the knowledge that they had been disclosed in a manner
provided in item (d), or when gross negligence was the cause of the disclosure or the lack of such knowledge;
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"' Article 14-2 (Presumption, etc. on the Amount of Damages)

(1) Where a person whose business interests have been infringed by an act of unfair competition, a violence as referred to
in Article 3-2 (1)or (2) or infringement of trade secrets claims compensation for damages under Article 5 or 11, and where
the person who has infringed the business interests transfers the goods causing the act of unfair competition, violence as
referred to in Article 3-2 (1)or (2) or infringement of trade secrets, the amount obtained by multiplying the transferred
amount in subparagraph 1 by the presumed profit per unit in subparagraph 2, may be set as damages for the person whose
business interest has been infringed. In such cases, the compensation may not exceed an amount calculated by multiplying

A
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the estimated profit per unit by the number of articles that the person whose business interest has been infringed could have
produced subtracted by the number of units actually sold: Provided, That where a person whose business interest has been
infringed was unable to sell the product for reasons other than the act of unfair competition, violence referred to in Article
3-2 (1) or (2), or infringement of trade secrets, a sum calculated according to the number of articles subject to the reasons
shall be deducted: <Amended by Act No. 10810, Jun. 30, 2011>

1. The amount of goods transferred;

2. Profit per unit quantity of the goods which a person whose business interest has been infringed would have been able to
sell, if there had been no such act of unfair competition, violence as referred to in Article 3-2 (1)or (2)or infringement of
trade secrets.

(2) Where a person whose business interests have been infringed by an act of unfair competition, violence as referred to
in Article 3-2 (1)or (2) or infringement of trade secrets claims compensation for damages under Article 5 or 11, the profits
gained by the infringer through the infringement, if any, are presumed to be the amount of damages suffered by the person
whose business interests have been infringed. <Amended by Act No. 10810, Jun. 30, 2011>

(3) Where a person whose business interests have been infringed by an act of unfair competition, violence as referred to
in Article 3-2 (1)or (2) or infringement of trade secrets claims compensation for damages under Article 5 or 11, he/she may
claim as damages the amount of money that the person would normally be entitled to receive for using a mark applied to
goods if the mark was the object of an act of unfair competition or a violence referred to in Article 3-2 (1) or (2), or for
using trade secrets that were the object of the infringement. <Amended by Act No. 10810, Jun. 30, 2011>

(4) Where the amount of actual damages caused by an act of unfair competition, violence as referred to in Article 3-2
(Dor (2) or infringement of trade secrets exceeds the amount underparagraph (3), the excess amount may also be claimed
as compensation for damages.In such cases, when awarding damages, the court may consider whether the person who has
infringed the business interest was willful or grossly negligent. <Amended by Act No. 10810, Jun. 30, 2011>

(5) Wherethe court recognizes the difficulty of proving the amount of damage that has occurred in litigation related to an
act of unfair competition, violence referred to in Article 3-2 (1)or (2) or infringement of trade secrets owing to the nature of
the case, the courtmay determine a resonable amount after examining the evidence and reviewing all the arguments of
damage on the basis of the entiretenor of oral proceedings and the results of evidence investigations,notwithstanding
paragraphs (1) through (4). <Amended by Act No. 10810, Jun. 30, 2011>
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" Article 18 (Penal Provisions)

(1) Any person who has used useful trade secrets of any enterprise abroad for the purpose of making an illegal profit or
causing damage to such enterprise or has acquired, used, or leaked such trade secrets to any third party with knowing that
they are used or will be used overseas shall be punished by imprisonment with prison labor for not more than ten years or
by a fine equivalent to the amount ranging from not less than two times to not more than ten times the amount of the profit
in property. <Amended by Act No. 9895, Dec. 30, 2009>

(2) Any person who has acquired or used useful trade secrets of any enterprise for the purpose of making an illegal profit or
causing damage to such enterprise or has leaked the trade secrets to any third party shall be punished by imprisonment with
prison labor for not more than five years or by a fine equivalent to the amount ranging from not less than two times to not
more than ten times the amount of the profit in property.

(4) The imprisonment and fine referred to in paragraphs (1) and (2) may be concurrently imposed.

[This Article Wholly Amended by Act No. 8767, Dec. 21, 2007]
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The Economic Espionage Act of 1996

Passed by U.S. Congress on October 2, 1996

Signed by the U.S. President on October 11, 1996

UNITED STATES CODE

TITLE 18 - CRIMES AND CRIMINAL PROCEDURE

PART IT - CRIMINAL PROCEDURE

CHAPTER 90 - PROTECTION OF TRADE SECRETS

Cite as the "Economic Espionage Act of 1996"

Sec. 1831. Economic espionage

(a) In General. - Whoever, intending or knowing that the offense will benefit any
foreign government, foreign instrumentality, or foreign agent, knowingly -

(1) steals, or without authorization appropriates, takes, carries away, or conceals,
or by fraud, artifice, or deception obtains a trade secret;

(2) without authorization copies, duplicates, sketches, draws, photographs,
downloads, uploads, alters, destroys, photocopies, replicates, transmits,
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delivers, sends, mails, communicates, or conveys a trade secret;

(3) receives, buys, or possesses a trade secret, knowing the same to have been stolen
or appropriated, obtained, or converted without authorization;

(4) attempts to commit any offense described in any of paragraphs (1) through (3);
or

(5) conspires with one or more other persons to commit any offense described in
any of paragraphs (1) through (3), and one or more of such persons do any act to
effect the object of the conspiracy,

shall, except as provided in subsection (b), be fined not more than $500, 000 or
imprisoned not more than 15 years, or both.

(b) Organizations. - Any organization that commits any offense described in
subsection (a) shall be fined not more than $10, 000, 000.

Sec. 1832. Theft of trade secrets

(a) Whoever, with intent to convert a trade secret, that is related to or included
in a product that is produced for or placed in interstate or foreign commerce, to
the economic benefit of anyone other than the owner thereof, and intending or

knowing that the offense will, injure any owner of that trade secret, knowingly

(1) steals, or without authorization appropriates, takes, carries away, or conceals,
or by fraud, artifice, or deception obtains such information;

(2) without authorization copies, duplicates, sketches, draws, photographs,
downloads, uploads, alters, destroys, photocopies, replicates, transmits,

delivers, sends, mails, communicates, or conveys such information;

(3) receives, buys, or possesses such information, knowing the same to have been
stolen or appropriated, obtained, or converted without authorization;

(4) attempts to commit any offense described in paragraphs (1) through (3); or

(5) conspires with one or more other persons to commit any offense described in
paragraphs (1) through (3), and one or more of such persons do any act to effect
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the object of the conspiracy, shall, except as provided in subsection (b), be fined
under this title or imprisoned not more than 10 years, or both.

(b) Any organization that commits any offense described in subsection (a) shall
be fined not more than $5, 000, 000.

Sec. 1833. Exceptions to prohibitions

This chapter does not prohibit -

(1) any otherwise lawful activity conducted by a governmental entity of the United
States, a State, or a political subdivision of a State; or

(2) the reporting of a suspected violation of law to any governmental entity of
the United States, a State, or a political subdivision of a State, if such entity
has lawful authority with respect to that violation.

Sec. 1834. Criminal forfeiture

(a) The court, in imposing sentence on a person for a violation of this chapter,
shall order, in addition to any other sentence imposed, that the person forfeit
to the United States -

(1) any property constituting, or derived from, any proceeds the person obtained,
directly or indirectly, as the result of such violation; and

(2) any of the person’ s property used, or intended to be used, in any manner or
part, to commit or facilitate the commission of such violation, if the court in
1ts discretion so determines, taking into consideration the nature, scope, and
proportionality of the use of the property in the offense.

(b) Property subject to forfeiture under this section, any seizure and disposition
thereof, and any administrative or judicial proceeding in relation thereto, shall
be governed by section 413 of the Comprehensive Drug Abuse Prevention and Control
Act of 1970 (21 U.S.C. 853), except for subsections (d) and (j) of such section,
which shall not apply to forfeitures under this section.

Sec. 1835. Orders to preserve confidentiality

In any prosecution or other proceeding under this chapter, the court shall enter
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such orders and take such other action as may be necessary and appropriate to

preserve the confidentiality of trade secrets, consistent with the requirements
of the Federal Rules of Criminal and Civil Procedure, the Federal Rules of Evidence,
and all other applicable laws. An interlocutory appeal by the United States shall
lie from a decision or order of a district court authorizing or directing the

disclosure of any trade secret.

Sec. 1836. Civil proceedings to enjoin violations

(a) The Attorney General may, in a civil action, obtain appropriate injunctive
relief against any violation of this section.

(b) The district courts of the United States shall have exclusive original
jurisdiction of civil actions under this subsection.

Sec. 1837. Applicability to conduct outside the United States

This chapter also applies to conduct occurring outside the United States if -
(1) the offender is a natural person who is a citizen or permanent resident alien
of the United States, or an organization organized under the laws of the United
States or a State or political subdivision thereof; or

(2) an act in furtherance of the offense was committed in the United States.
Sec. 1838. Construction with other laws

This chapter shall not be construed to preempt or displace any other remedies,
whether civil or criminal, provided by United States Federal, State, commonweal th,
possession, or territory law for the misappropriation of a trade secret, or to
affect the otherwise lawful disclosure of information by any Government employee
under section 552 of title 5 (commonly known as the Freedom of Information Act).
Sec. 1839. Definitions

(a)As used in this chapter -

(1) the term '’ foreign instrumentality’’ means any agency, bureau, ministry,

component, institution, association, or any legal, commercial, or business
organization, corporation, firm, or entity that is substantially owned, controlled,
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sponsored, commanded, managed, or dominated by a foreign government;

(2) the term '’ foreign agent’’ means any officer, employee, proxy, servant,
delegate, or representative of a foreign government;

(3) the term '’ trade secret’’ means all forms and types of financial, business,
scientific, technical, economic, or engineering information, including patterns,
plans, compilations, program devices, formulas, designs, prototypes, methods,
techniques, processes, procedures, programs, or codes, whether tangible or
intangible, and whether or how stored, compiled, or memorialized physically,
electronically, graphically, photographically, or in writing if -

(A) the owner thereof has taken reasonable measures to keep such information secret;
and

(B) the information derives independent economic value, actual or potential, from
not being generally known to, and not being readily ascertainable through proper
means by, the public; and

(4) the term ’’owner ', with respect to a trade secret, means the person or entity
in whom or in which rightful legal or equitable title to, or license in, the trade
secret 1s reposed.

(b)Clerical Amendment. The table of chapters at the beginning part I of title 18,
United States Code, is amended by inserting after the item relating to chapter 89
the following: 90. Protection of trade secrets 183I.

(c)Reports. Not later than 2years and 4 years after the date of the amendment of
this Congress of this Act, the Attorney General shall report to Congress on the
amounts received and distributed from fines for offenses under this chapter
deposited in the Crime Victims Fund established by section 1402 of the Victims of
Crime Act of 1984."™
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http://www.copyrightnote.org/crnote/bbs.php ?board=23&act=read&id=2(last visited 2012/3/6).
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